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1.

GENERAL VIOLATIONS OF DIGITAL RIGHTS (VIOLATIONS AFFECTING AN

UNLIMITED NUMBER OF INDIVIDUALS)

1.1. Access to the Internet

The Decree of the President of Ukraine of May 14, 2020 Ne 184/2020 entered into force the
decision of the National Security and Defense Council of Ukraine On the Application, Lifting
and Amendment of Personal Special Economic and Other Restrictive Measures (Sanctions).
This Decree continues blocking websites on the basis of two Decrees of the President of
Ukraine of 15 May 2017 and 14 May 2018 that was criticized more than once.

A legal analysis of the Decree of the President of Ukraine of 2018 prepared by FreeNet
Ukraine Coalition, revealed a number of problems indicated as digital rights violations that
were not eliminated by the Decree of the President of Ukraine of May 14, 2020 Ne 184/2020".

Among the main:

- the sanction, as a way of restricting human rights and freedoms does not meet the
constitutional standards and requirements and reflects an unrestricted discretion of the
government;

- the sectoral nature of the sanction requires a positive vote in the Verkhovna Rada of Ukraine
for a sanction to be enforced,;

- the mechanism in the part of websites blocking does not comply with the national law and
violates the fundamental constitutional rights of citizens;

- the practice of blocking hundreds of websites in the manner applied by the government does
not meet the criterion "prescribed by law" in the light of international treaties and the
European Court of Human Rights case law;

- such blocking does not meet the criterion of the "necessity in a democratic society” and is
disproportionate to the defined legitimate aim
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In sum, during the reporting period 1 violation of digital rights was spotted in the form of
restrictions on access to the Internet and information published online, covering 240 web
resources.

1. 2. Violation of right to privacy online

1) Dmytro Dubilet posted on his Facebook page that his project on collecting statistical data
for business started tracking mobility of users of the mobile company Kyivstar and equipment
of the Apple. Due to the new dashboard the information about how Ukrainians obey the self-
isolation rules became available. The dashboard uses the data of the Kyivstar, Apple as well
as credit cards of banks to track mobility of Ukrainians®.

2) In May 2020 there was found the channel UA Baza Bot, in which personal data of people is
sold. The database includes about 148 millions of mobile phone numbers with owners' names,
information about cars, almost 3 millions of social network accounts, ID, and other personal
information. The criminal proceeding was opened, however, the channel is still working and
offers unlimited access to the data for $100°.

In sum, 2 (two) cases of general violation of the right to privacy online took place in the
digital environment during May 2020.

To sum up, there were a total of 3 (three) general violations of digital rights, of which: 1
(one) violation of digital rights appeared in the form of restrictions on access to the Internet and
online information covering 240 web resources; 2 (two) facts of violation of the right to privacy
online.

2. INDIVIDUAL VIOLATIONS OF DIGITAL RIGHTS (INFRINGEMENTS AFFECTING
INDIVIDUAL RIGHT-HOLDERS AND WITH NO DIRECT IMPACT ON WIDE AUDIENCE)

2.1. Violations of the right to freedom of expression
1) Internet and dissemination of rumors

In March 2020, due to the announcement of a coronavirus pandemic the quarantine was
introduced on the territory of Ukraine®. In this context, many different kinds of messages, including
false ones, were spread in social networks, in particular on Facebook. With a view to counteract
fakes, the law enforcement agencies began to actively draw up protocols on administrative offenses
under the Article 173-1 of the Code of Administrative Offenses (spreading false rumors), which led
to the emergence of a new and, in some cases, ambiguous punishment practice for spreading rumors
on the Internet.
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HRP" experts analyzed 48 court decisions on administrative cases. Almost all the cases were
related to Covid-19.

A total of 11 (eleven) facts of violations of general digital rights, related to the right to
freedom of expression were detected during analysis:

a) Incomplete establishment of circumstances: courts do not study full text of
messages, which become reasons for starting the proceeding. So, having a court decision, it is
impossible to understand what information the court analyze (and whether it analyze the
information at all), whether information is true, and whether the available information can
lead to panic or disturbance.

b) Lack of evidence: there are no evidence of someone's intent to cause panic or
disturbance.

For instance, the person re-posted on Facebook page that quarantine restrictions had been
eased. The court decided that the post could cause panic or disturbance and the person was
found guilty of dissemination of false rumors despite the fact that the person explained that it
was the repost of the information, source of which she\he had considered reliable.

C) Lack of assessment of reliability of messages, which would be carried out by
courts: courts do not provide analysis of the text of messages and it is impossible to
understand why judges make a particular decision.

d) Lack of rationale for someone’s intent to cause panic or disturbance.

For instance, the Kherson District Court found a person guilty for dissemination of false
rumors and at the same time did not provide text of message, which was reason for the
proceeding, did not give reason why the message could cause panic, and why the maximum
amount of the fine should have been imposed®.

All in all, 11 (eleven) cases of violation of digital right related to Internet and dissemination
of rumors were spotted in May 2020.

2) Other violations of right to disseminating and getting information

a) The Center of Journalistic Investigation, referring to American The Wall Street Journal,
reported that Google had removed dozens of critical articles about Ukrainian officials and
businessmen form its search system due to fake complains, including the publications of the
Center. After the Center found out that, it filed counterclaims on copyright with Google. As a
result, all publications removed have been restored®.

b) National Commission for the State Regulation of Communications and Informatization
imposed fine on Netasist Ltd (internet provider company) for non-fulfilment of the Decree of
the President of Ukraine regarding blocking websites. The Netasist sued the Commission,
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emphasizing that there is no legal ground to block websites, however, the court did satisfy the
company's claim. The court did not provide any clarification’.

3) Access to public information for online media

a) The Head of Mykolaiv Local Council did not grant access to information to online media
Prestupnosti.NET®,

b) The Head of the Security Service of Ukraine of Mykolaiv region did not grant information
agency Ukrainian Media Group access to information about renovation in his office,
indicating that the requested information is information with limited access”.

c) The Head of communal enterprise of Mykolaiv region refused to grant online media
NikVesti access to information about salaries, saying that there is no legal obligation to do
that. Moreover, he pointed out that the journalist had not specified why he needed the
information™®.

d) April 27, 2020 the journalists working for online media were not allowed to attend the
session of the Kryvyi Rih City Council without thorough explanations™.

4) Recognition of information inaccurate, imposition of a duty to refute / delete it without
observing the requirements of the law and European standards in the field of freedom of
expression

a) The Rivne court found controversial information defamatory in the case of local
deputy v local media Rivne Vechirne. The court decision ordered to publish a refutation on
the website of media and to pay moral damage*?.

b) The District Court of Kryvyi Rih satisfied a claim on protection of honor, dignity,
and business reputation on April 7, 2020".

In both cases the courts did not analyze what information was defamatory which could violate
rights of the plaintiffs. The decisions ordered to acknowledge the whole articles to be untrue.

5) Pressure on journalists and bloggers that cause chilling effect on freedom of speech

a) On May 7, it became known that the National Police called for questioning the editor-in-
chief of the investigative journalism agency Slidstvo.info as a witness due to the request for
public information sent to the deputy. The request was about the case on the impeachment of
the US President Donald Trump, in particular the information about his possible meetings
with Rudolph Giuliani**.
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b) On May 11, after online media Novoe Vremya published the article about Ukrainian
official Andriy Portnov the phone number of the editor-in-chief of the media was posted on
the internet with free access and the editor-in-chief received threatening messages. There was
also information that the phone numbers of journalists working for Novoe Vremya were also
posted on the internet with free access™.

6) Physical attacks on journalists and bloggers, and ineffective investigations of the attacks

The State Bureau of Investigation closed the criminal proceeding on interference in
journalists' professional activities opened against Deputy Oleksandr Ponomaryov for attacking
two journalists lvan Marusenko and Mykhailo Kruvoruchkina™.

All in all, 22 (twenty two) cases of violation of the right to freedom of expression in the
digital environment were spotted in May 2020.

2.2. Privacy and Data Protection
1) Selling personal data.
According to media reports, hackers sold half a million Zoom accounts via Telegram.

2) Disclosure of personal data of a victim of a criminal offense without her
permission and in the absence of public interest in this person

In May 2020, the media released photos of a woman, who was a victim of sexual assault
committed by two police officers. The woman's lawyer said that she had not granted
permission to da that'’.

In sum, 2 (two) cases of violation of the right to privacy and data protection took place in the
digital environment during May 2020.

A total of 24 (twenty-four) individual violations of digital rights were spotted in May
2020, of which: 22 (twenty-two) cases of violation of the right to freedom of expression and 2
(two) violations of the right to privacy and data protection in the digital environment.

3. POTENTIAL THREATS TO FREE SPEECH AND THE RIGHT TO PRIVACY ON THE
INTERNET IN UKRAINE:

1) Hacking of email accounts

a) On May 14-15 Facebook and Instagram accounts of the journalist working for Institute
Mass Information in Volyn region Maya Holub were hacked*.
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6) The spyware developer ran a web domain disguised as the Facebook security team's
website to force users to click malicious links and install cell phone hacking software™.

B) During the cyber attack on one of the biggest airline EasyJet emails and personal data of its
customers (nine millions of people) were disclosed as well as details of credit cards of more
than 2200 customers®.

2) Hacking of web resources

a) According to the information provided by the Security Service of Ukraine its workers
coun'g?racted 103 cyber-attacks on the web resources of state bodies during the first quarter of
20207,

b) On May 13, Liudmyla Denysova posted on her Facebook page that the official website of
the Ukrainian Parliament Commissioner for Human Rights was attacked® and on May 18, she
reported that due to the attacks the website was not able to resume its operation®.

c) The State Service for Special Communication and Information Protection of Ukraine
reported that during May 6-12 18 DDoS-attacks were counteracted (the website of the Office
of the President was attacked the most)*.

3) Dissemination of fake news

a) According to the information posted on the Facebook page of the Security Service of
Ukraine, fake news about operation of allegedly American military biological laboratories in
Ukraine are being disseminated in media and social networks in latter days®.

b) Fake information about allegedly Ukrainian "greedy farmers", who destroy products was
found on the Facebook. There were many comments posted by the accounts, which had signs
of being fake?.

B) According to the information posted on the Facebook page of the Ministry of Internal
Affairs, fake news about operation of International Center of National Guard of Ukraine
appeared on the internet?’,
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4) Creation of fake accounts and channels

a) Online media KyivVlast reported that they found the Telegram channel, which used its
name KyivVlast and distributed political ads and fake news. The online media was not
affiliated to that channel at all?.

b) TV channel 1+1 warned that number of fake accounts, which use names, photos, and
videos of TV presenters working for the TV channel for the purpose of discrediting, fraud as
well as manipulations, has increased?’.

5) Sharing of personal data of users without their permissions

Ulrich Kelber, the German government data protection officer, warned federal ministries and
departments against using the WhatsApp application to share information®.

6) Internet fraud
In May, the new scheme for stealing money using the application Privat24 was found™".
7) Social media failures

In May, cases of malfunctioning of social networks, in particular Facebook, Instagram,
Twitter, Youtube, were repeatedly observed™.

8) Including of Ukrainian web-portal in the registry of web-resources, which
cooperate with the Federal Security Service and Roskomnadzor

On May 21, Ukrainian company META was included in the registry of those companies that
disseminate information. According to the federal law, internet service has to store and
provide information about users' actions to responsible state bodies.

Representatives of the META convince that the company has agreed to cooperate with neither
the Federal Security Service nor the Roskomnadzor and it is not going to share the
information about users with them.

27https://WWW.facebook.com/mvs.qov.uz;1/posts/2977063955713609 , https://internetua.com/v-internete-nacsali-
rasprostranyat-feiki-o-nacgvardii-mvd
Zhttp://kievvlast.com.ua/news/zhuliki-v-telegram-pod-ukradennym-nazvaniem-kiev-vlast-rasprostranyayut-domysly-i-
fejki, https://detector.media/community/article/177359/2020-05-22-kievvlast-namagayutsya-kupiti-i-klonuyut-u-
telegram-spivvlasnik/
Zhitps://detector.media/infospace/article/177411/2020-05-25-11-poperediv-shcho-shakhrai-nezakonno-vikoristovuyut-
brend-ta-oblichchya-kanalu/
https://www.dw.com/uk/whatsapp-%D0%B2%D1%96%D0%B4%D0%BA%D0%B8%D0%B4%D0%B0%D1%94-
%D0%B7%D0%B0%D0%BA%D0%B8%D0%B4%D0%B8-%D1%84%D1%80%D0%BD-%D1%83-
%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D1%96-
%D0%B4%D0%B0%D0%BD%D0%B8%D1%85-
%D0%BA%D0%BE%D1%80%D0%B8%D1%81%D1%82%D1%83%D0%B2%D0%B0%D1%87%D1%96%D0%B2
-%D1%83-facebook/a-53474994?maca=uk-Twitter-sharing
3hnttps://internetua.com/sberejeniya-v-privat24-pod-ugrozoi-dengi-kradut-daje-u-specialistov-po-kiberbezopasnosti,
https://internetua.com/snbo-nacsal-rassledovanie-0-vozmojnom-vzlome-bazy-dannyh-privatbanka

32https://www. ukrinform.ua/rubric-technology/3019923-u-roboti-facebook-stavsa-masstabnij-zbij.html,
https://www.ukrinform.ua/rubric-technology/3021536-u-roboti-instagram-stavsa-masstabnij-zbij-akij-vidculi-i-v-
ukraini.html, https://www.ukrinform.ua/rubric-technology/3023322-u-roboti-twitter-stavsa-globalnij-zbij.html,
https://www.ukrinform.ua/rubric-technology/3029971-masstabnij-zbij-u-roboti-youtube-zacepiv-ukrainu.html,
https://www.ukrinform.ua/rubric-technology/3035474-masstabnij-zbij-roboti-facebook-zacepiv-ukrainu.html
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In sum, in May 2020, 8 (eight) potential threats to the freedom of speech and the right
to privacy on the Internet were identified in Ukraine.

Summarizing the above, it is worth noting that the monitoring of digital rights violations in
Ukraine in May 2020 revealed:

o 3 (three) facts of the general violation of digital rights, in particular:

o 1 violation of digital rights in the form of restrictions on access to the Internet and online
information covering 240 web resources;

o 2 violations of right to privacy online.

e 24 (twenty-four) facts of individual violation of digital rights, specifically:

o 22 cases of violation of the right to the freedom of expression in the digital environment;
o 2 cases of violation of the right to privacy and data protection in the digital environment.

Also, 8 (eight) potential threats to the freedom of speech and the right to privacy on the
Internet have been identified in Ukraine.



